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Hvem er any.cloud?

CSA Star Alliance
Certificeret

ISO 27001-certificeret

virksomhed Kunder i 29 lande

Dansk sikkerhedsspecialist

IBM Cloud Partner of the
Year 2017 og 2019 i
Danmark

Hovedkontor i Kebenhavn
og kontorer i Finland, Grundlagt 1998
Polen og Tjekkiet

IBMs mest innovative
partner i Europa, 2020
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Password sharing

81%

af unge i alderen 13-24 har
delt eller brugt en andens
password

Kilde: Hub, 2020



Account takeover

3,5 mia.

Dollartabet amerikanske brugere havde
som fg@lge af account takeover i 2019.

Kilde: Javelin Strategy & Research, 2020



Vores idelogi

Customer Experience Digital Trust Fraud Prevention



Hvordan virker ReTrust?

ReTrust is a digital trust tool that
uses 5 different technologies to
separate the fraudulent sessions

from the true sessions.

USER

User's attributes g

BEHAVIOR DEVICE
User patterns Strong global device
and journey analysis — fingerprint
ENVIRONMENT ACTIVITY

User's network User’s current activity
environment _ -

The system does this in real time
and without impacting the

online experience for the user.



Hvilke data analyserer ReTrust?

Pinpoint data to be consumed by the application or third party risk engine

Device Intelligence

Device ID

Screen Resolution
Screen dpi

Screen touch

Client time zone
First seen/last seen
Last change
Rapport_machine_id
0S languages
Platform/CPU/0OS
User Agent
Random cookie
Blacklisted/ Known
Fraudster

RAT Indication
Proxy indication
Spoofed device

Connection/Analytics

Remote Addr

IP class

ISP

Org

Country

Region

City

Post code

IP time zone
Longitude-Latitude
Referrer
x_forwarded _for
Network IPs path
Area Code

Accepted content
types

Browser Intelligence
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activeX
history_length
js_enabled
accept_encoding
Counter

Digest

Fonts
file_upload_indicator
Mimes
file_upload
navigator_props
browser_version
client_charset
Browser + version
Character set
Languages
network_data
plugins

Passive Biometrics

Blacklisted/ Known
Fraudster based on:

Keyboard Input

* Input normal
Input bad

Input anomaly
Input Scripted
Input replay

* Input automation

Mouse Input

*  Mouse type
* Mouse bad

*  Mouse anomaly
* Mouse replay
* Mouse automation

Threat Intelligence

Malware Data
+  Malware ID

* Malware Name
+ Organization is
Targeted

Carrier Analytics

« Phone type

« Name match

+ Address match
+ Contract type

Risk Assessment

* Risk Score

* Risk Reason: RAT, SE,
new device after
phishing, etc.

* Recommendation



Trusteer Intelligence

50,000,000,000+

Over 50B web hits per month

300,000,000,000,000+

Over 300 TB data

IV
140K 1ZUK

<516 billion e 140K SK security

malware

C Flo At
CONsUrdtions

‘
updates

data events o g phishing sites




Gnidningsfrilgsning




Business case

BLOCKBUSTER



Sa... Hvad kan ReTrust egentlig?

Account takeover Password sharing Site spoofing Family sharing Leaked credentials

Phishing Forensics data Compliance Geolocation Customer loyalty




VIP-invitation til frokostseminar
Torsdag den 10. september 2020 kl. 09.30-13.00

RETRUS I

Tilmeld dig her:
retrust.global/frokostseminar



Tak fordi du lyttede med

Gregor Frimodt-Magller
gm@anycloud.dk

Adresse

Giv mig et kald: Website
* any.cloud A/S

* |slands Brygge 41 * +45 6060 4050 * retrust.global

* 2300 Copenhagen
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